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NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxabpIM TOJOM MOJIOJIC)KM B HHTEPHETE CTaHOBUTHCS Ooublie, a
IIKOJIbHUKY OJIHM W3 CaMbIX AaKTUMBHBIX Noyb3oBarene PyHera. Mexnay Ttem,
MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEMN, MHTEPHET HECET U TPOOIeMbl. JTa
namsTKa J0JHKHA TOMOYb TeOe 0€3011aCHO HaXOUThCS B CETH.

KommbroTepHslie BUPYCHI

KoMIbroTepHBIli BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nmonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUYTOXXUTh
BCe (pailsibl U JaHHBIE, IOJKOHTPOJbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almylnieHa 3apaKeHHash Mporpamma, a TaKkKe MOBPEIUTh WM JaKe€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CllydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. MUcrionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, HMEIOIIUE CEPbE3HBIM
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [locTossHHO ycTaHaBiaMBa madyTH (UU(POBBIE 3aIIaTKU, KOTOPbIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbI0 JAOPAa0OTKH MPOTpamMMbl) U JIpyrue
OOHOBJICHHS CBOEH oneparimoHHOM cucTeMbl. CkaunBaii UX TOJIBKO C O(HUIIHAIBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT peskuM aBTOMaTH4E€CKOr0 OOHOBIICHUS,
BKJIFOYH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TOJ[ MpaBaMH IOJIb30BaTENs, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJNIMPOBATHCSA HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. cionp3yil  aHTUBUPYCHbIE NPOrPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTEIN MH(MOpMAIMK, Takue Kak (Quielika, JUCK
WK (paia U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (ailyibl, MOJYYCHHBIC W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJOTHS, @ BCETrO JIUIIb OPEHI,
Mapka. Eme B 1991 roay HuaepiaHjckasi KOMIIAHUS 3aperucTpupoBaja OpeH.



«WECA», uto o6o3nauano cnoBocodyeranue «Wireless Fidelity», xoropsrii
NEePEeBOAUTCS KaK «OecpoBOAHAS TOUHOCTD.

Jlo Hailero BpeMeHH JIoluia apyras abopeBuarypa, KoTopas sBISETCS TaKOU
e TexHojoruen. Jto abbpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJIapT BhICIICH 3ByKOBOI TexHUKH Hi-Fi, 4To B mepeBojie o3HavaeT
«BBICOKAsI TOYHOCTD.

Ja, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MO>KHOCTBIO BBIXOJ]a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUMTAIOT, UTO
obmenoctynasie Wi-Fi ceTn He SBISIOTCS 0€30IMaCHBIMU.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio gyepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MapoJiv JA0CTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimtoun pyukimio «O0mumii noctym K daitinam
U npuHTepam». JlaHHas GyHKIMS 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnons3yii myOonumuneii WI-FI mma nmepemaum JMYHBIX JTaHHBIX,
HaIpuMep, JUIsl BBIX0/1a B COLIMAIBHBIE CETH WIIM B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coeaunenue uepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k Wi-Fi
apTomatnuecku'. He nomyckalli aBTOMAaTHMYECKOTO TOJKIIOUYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

ConuanbpHble CETH aKTUBHO BXOJIST B HAIIly KHU3Hb, MHOTHE JIIOJU PaboTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBan MIJITHAP]T YETOBEK,
YTO SBJISIETCA OJHOW CEIBMOM BCEX JKUTEJEH IUIAaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO WH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3baX HE JOJHKHO OBITh CTyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammIai CBOIO YAacTHYIO >KM3Hb. He ykaspiBail maponu, Tene(oHBI,
aapeca, JaTy TBOErO0 POXACHUA H JAPYryl0 JIMYHYHO UH(OpMaiuio.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJIB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammuinai CBOIO peryTaIuio - IEPKH €€ B YICTOTE U 3a1aBaii cebe BOmpoc:
xoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJEIW, YTO Thl 3arpyskaeiib?
[Toxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIUCATH U 3aTrPy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YHl CBOE
peasbHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO JKUTEIHLCTBA, MECTO
yueObl U TIpoUee;



5. U3berait pazmemenus pororpaduii B UuTepHeTe, rae Tol H300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanu B COIUAIBHOM CE€TH HEOOXOJAUMO UCIOJIb30BaTh
CJIOHBIE TIAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

/. Jlns couMalbHOM CeTH, TMOYThl M JAPYrHMX CalToB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
IIOJTy4aT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHbI U

DNEKTpOHHBIC JIEHBIM - 3TO OYEHb YAOOHBIM CMOCOO TMIaTexel, OTHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCh COBCEM HEJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYyHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAHO B 3aKOHE, TJIE€ UX
pa3AeIsItOT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHHUMHbIE. Pa3Huiia B TOoM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UJeHTU(GUKAIINY TT0JIb30BATEINsI, @ B HCAHOHUMHBIX UJCHTU(UKAIIUS MT0IH30BATENSA
SBIISIETCS 00SA3aTEIBHOM.

Taxxke crnemyer pas3nuyaTh DJIEKTPOHHBIE (QuaTHbIE JACHBIU (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TeNePOH. ITO camblil yAIOOHBIN U OBICTPHIA
Croco0 BOCCTAaHOBUThH AOCTYyN K cuery. llpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnionb3yit omHOpa3oBbie mapoiu. llocie mepexona Ha YCHUICHHYIO
aBTOpHU3allMI0 TeOe yXe He OyJeT yrpokaThb ONAacHOCTh KpaXXu WM IepexBara
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPIE CONEPkKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MTPOMKUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HAaK Jojuiapa, (yHTa, BOCKJIMIIATENIIbHBIA 3HAK M T.II
Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJOTHS U MPENOCTABIIEMBIE €10 YCIIYTH IO
NEPECHUIKE U MOJTYUYEHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEALISIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIIEKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUT
CIIEYIOIKM 00pa30oM: UMsI_T0JIb30BaTENsI(@UMs_JioMeHa. Takke KpoMme repeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHON PabOTE C MEKTPOHHOU MOYTOM:

1. Hago BBIOpaTh TpaBWUIIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €CTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;



2. He yka3biBaii B TMUHOM moYTe TM4YHYI0 HHPopManuto. Hampumep, mydie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» uimm «pok2013» BMecTo «temal3»;

3. Ucnonp3yil ABYXATanmHyl aBTOpH3allMi0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTB KOJI, TIPUChUIAaEMBbII T0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY NapOJIb;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcrionb3yii HECKOJBKO TIOYTOBBIX SIMUKOB. [lepBbIii 11 dacTHOM
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aJpec He
HA/I0 UCTIOJIB30BaTh MPHU PETUCTPALIMU Ha PopyMax u caiTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
NPUIUIM OT TBOUX Jpy3el. Jlyulne yToOuHM y HHMX, OTIPABISUIM JU OHU TeOE ATH
(baisl;

8. [locne okoHuaHus pabOTHl Ha IOYTOBOM CEPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BRIATHY.

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KubepOymiuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHUS, arpeccuro, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00PBHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B 60i. Jlydmuii cnoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHA4ajl€ YCIOKOUThCSA. Eciu Thbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOpPOJICHHUS, TO TOJIbKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTh B ceT MHHMasi. CyIecTBYIOT CHOCOOBI BBIICHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
buKCUpyeT BCE TBOM JIEUCTBHS W COXpaHSICT UX. YJIUTh UX OyJeT KpaiHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbld  HeraTuB. (OIHOpa30BbIE OCKOPOHUTENIbHbBIE
COOOIIEHHMS JTyUllle UTHOpUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHHA C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTeNb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKass TOMOIb, COOOITUTH
B3pOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapT(OHBI U TIAHIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH



KoMmmbioTepamu. OIHaKO, CPEACTB 3aLTUTHI ISl TOJOOHBIX YCTPOHCTB MOKa OYEHb
Mmajo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IIPOUCXOJIUT HE TAK HHTEHCUBHO,
kak aia [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKH JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHIMpeHue (QyHKIMOHAlla BIEYeT 3a CcoOOM
OOJIBIIYIO CIIO)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTHUYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byas octoposkeH, Beab
Korja tebe mpenaraiT OecIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO MJIATHBIE YCIYTH,

JHymaii, npexe ueM otnpaButb SMS, ¢oto mimm Buaeo. Thl TOUHO 3HACIID,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii npuiokeHusi OT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIBL C cailTa, I7ie€ BBOJWI JUUYHYIO MH(POPMALHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leproamaecku mpoBepsiii, Kakue TUIaTHBIE YCIYyTH aKTUBUPOBAHBI HA TBOEM
HOMeEpeE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HaEIIb U KOMY JIOBEpSICIIIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOT/Ia ThI UM HE TOJb3yemibcs. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBEIUHAIONIME COTHH ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JTaHHBIM MM MHp, OOLIAIOTCS APYT C JIPYrOM, BBIMOJHAIOT 3a/aHusl,
CpaXkaloTCsi C MOHCTpaMH U MOJY4aroT ONbBIT. 3a YJOBOJIbCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OIILUU.

Bce atu cpeactBa uayt Ha nojAepKaHUe U pPa3BUTUE UTPbI, @ TAK)KE HA caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIMH, BBITYCKAIOTCS HOBHIC
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mog00HBIX UTpax CTOUT OMacaThCsl HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIlMU OOJBIIIMHCTBA
urp.

OCHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOETO HTPOBOTO aKKAayHTA!

1. Ecnmu npyroit urpok BeaeT ceds TIOX0 WM CO37aeT Tebe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [loxkamy¥ics aAMMHUCTPATOPaM UIPhI HA TIOXOE MOBEJCHUE 3TOTO UTPOKa,
KeJlaTeIbHO MPUIIOKUTh KaKHe-TO 0OKa3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3biBail muunyro nHGOpMaIuio B mpodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycTanaBnuBaii HeopuInaibHbIE TATYN U MOJIBI;

6. Mcrionb3yii CII0KHBIE U PA3HBIE ITAPOJIH;

7. Jaxxe BO BpeMsI UTPbI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka ThI urpaemis,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEeHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS «IFOOMMBIMY JIEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLIMAIBHBIX JTaHHBIX
MI0JIb30BAaTENEH - TIOTUHOB U napoJeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peibHas 1081, password - Tapob).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecii Thl 1OJ03peBacilb, YTO TBOS aHKETa
ObL1a B3JIOMaHa, TO HEOOX0IMMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHBIE M pa3Hble Mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEAyNpeauTh BCEX CBOHUX
3HAKOMBIX, KOTOpbIE J100aBiEeHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO MMEHH OYJIET pacchlIaThCs ClIaM M CChUIKHM Ha (PUITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue apodisi B Opaysepe;

7. He oTkpeiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHMAax, JaXKe €CIU OHU
OPUILUIM OT TBOUX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

[udposas penyranus

[udposas peryranus - 370 HeraTUBHAs UM IO3UTUBHAsI UHPOpPMAIUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMeIleHHas B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30oM OTpPa3UThC Ha TBOEW peanbHOM xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBIA (opMHpyeTcs U3 nHPopMaluuu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K MyOJUKALMU JTUYHOU
uHpopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuil. Thl qaxke He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE UCYE3HYTh JAXE MOCIIE TOro, KaK Thl X YAAINIIb. Thl HE 3HAaEHIb, KTO COXPaHUII
3Ty uH(GOpMaIHIO, TIOTaja JIM OHA B TOUCKOBBIE CUCTEMbI U COXpPaHHUJIACh JIU OHa, a



TJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOIIUE JIFOAHM, KOTOPhIE HAMAYT U YBUIAT
sT0. Haiitu uH(pOpMalMio MHOTO JET CIYCTS CMOXET JH00M - Kak M3 J0OphIX
noOyXIeHHH, TaK U C HAMEPEHUEM MPUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOM permyTallUu:

1. IToxymaii, mpexzae yeM 4yTo-To MyOJUKOBATh U MepeaBaTh y ceds B 6iiore
WJIU B COLUAIIBHOW CETH;

2. B Hacrpoiikax mpoduiis yCTaHOBH OTPAaHUYEHUS HA MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CAETIAll €ro TOJIBKO «JIJIs IpY3eiDy;

3. He pa3memiail u He yka3biBail HH(GOpMAIIUIO, KOTOpask MOXET KOro-Iudo
OCKOPOJISITh WJIH OOMKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKM - aKTUBHBIC IMOJh30BAaTENM  LHUGPOBOTO
npoctpaHcTBa. OJHAKO JaleKko HE BCE 3HAIOT, 4YTO I0Jb30BAHHE MHOTUMU
BO3MOXKHOCTSIMU  Ii(ppoBoro  Mupa TpeOyeT  coOMoleHHsT TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIIEKTyalbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAyMHAas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HavaroMKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBasl KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MIPOU3BEICHUSI HAYKHU, JINTEPATYypPbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEIICKTYaJIbHBIM/TBOPUECKUNA TPYyH aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJHUTH €0  NPOU3BEICHHUE,
pacrpocTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, IMPOJAAaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3BIBATH/UCIIONHATH B dUpEe WIH
pasmewars B IHTEpHETE.

Hcrnonp3oBaHne «IMHUPATCKOT0» MPOTrPAMMHOTO  OOECIIECUYEHHS] MOXKET
MPUBECTH K MHOTMM pHCKaM: OT NOTEPU [AHHBIX K TBOUM aKKayHTam g0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJICHA HeJerajibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHBIE W OECIIATHBIE MPOTPAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CeteBUuOK.p( - TBOU IIIaBHBIM COBETUUK B CETHU. 37I€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTUE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(DPOBHIM IpakTaHUHOM !



